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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:
YK-1 CnocobGeH ocCymecTBIATh TOUCK, KPUTHYECKUW aHAIW3 W CHUHTE3 WH(OpMaIuu, NPUMEHSTH
CUCTEMHBIHN MOAXOA JUIsl pEIICHUs TOCTaBICHHBIX 3a]a4

1.2 Tumel 3aga4 mpoQecCHOHATBHOU NeATeNbHOCTH, K KOTOPBIM TOTOBSTCS OOydYaroluecss B paMKax

OCBOCHHUA NUCHUIIIIUHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

- DKCIUTyaTalMOHHBIN

1.3 JlucuuriinHa OpHEHTUPOBAaHA Ha MOJATOTOBKY OOydYarommxcs K MpodeccHoHaTbHON IeSTEILHOCTH B
cdepe: 06 Csa3b, HHPOPMAIIMOHHBIC I KOMMYHUKAITMOHHBIE TEXHOJOTHH (B c(epe TEXHUKU U TEXHOJIOTHH,

OXBAaTBIBAIOUICH COBOKYNHOCTH MpPOOJIeM,

CBIA3aHHBIX C oOOecleYyeHUEM 3allUIIEHHOCTH OOBEKTOB

MH(OPMAaTH3AIMU B YCIOBUAX CYIIECTBOBAHHS YTPO3 B MH(POPMALMOHHOM cepe)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIC
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

Kon n HammenoBaHue
xommnereniuu ®I'OC BO,
HEOOXOOUMOH IS

npodeccruoHaIbHEIC (hopMHpOBaHUS TPYIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBHUS

MHankaTtopbl JOCTHKEHUS] KOMIIETEHIIAM

VK-1 Cnocoben
OCYIIECTBIATH MTOKCK,
KPUTUYCCKUI aHATTN3 U1
CHHTE3 UH(OpMAIIHH,
MPUMEHSTh CUCTEMHBIH
TOJIXOJT JJIST PEIICHHUSI
[MOCTaBJICHHBIX 3a1a4

AHanusupyer  3ajmady,  BbIgensss  ee  0azoBBIE
cocrapistone. OCYHIECTBIAET AEKOMIIO3UIUIO 3a7adH.
Omnpenenser, UHTEPIPETUPYET u pamKupyeT

nH(pOpMAINIO, TPEOyeMyIo UIsl PEIICHUS IOCTaBICHHOM
3a/1a4H.

HaxomuT u KpUTHYECKH aHANIM3WPYeT WHGOPMAIIHIO,
HEOOXOAMMYIO JJIs pEIICHHUS TOCTABICHHOW 3aja4M.
PaccmarpuBaeT pa3nuyHbIC BapHaHTHI PEUICHHS 3aadvH,
OIICHUBAS UX IOCTOMHCTBA U HEJOCTATKHU.

OmpenensieT U OLICHUBACT TNMPAKTUYECKUE MOCICACTBUS
BO3MOXKHBIX PEIICHUH 3a/1auu

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH TUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

VYK-1 CrnocobGeH OCyIIeCTBIATh MOMCK, KPUTHUECKUN aHAIU3 UM CHHTE3 WH(pOpMaluHy,
MPUMEHATH CUCTEMHBINH MOAXO/ AJISl PEIICHUS ITOCTABICHHBIX 3a1a4

Ne
n/m

HanmenoBanmue
JIMCITUILINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma oOyyeHus

Ounas
(cemectp)

112(3]4]8

1 [CAD-cucteMsl
aBTOMAaTHYECKOTO
MPOCKTUPOBAHUS

+

2 |CAE-cucreMsl
aBTOMAaTHYECKOTO
MPOCKTUPOBAHUS

3[CAM-cucreMsl
aBTOMAaTUYECKOIO
MPOCKTUPOBAHUS

4| AIropuTM™MBI
MAIIUHHOTO 00Y4eHUs




Boxkong -
MpPOTrpaMMUPOBAHHE

BgenieHue B BBICIIYIO
MaTeMaTHKY

Beenenue B
HCKYCCTBEHHBIN
UHTEJICKT

Beenenue B
CIIOPTHUBHOE
MPOTpaMMUPOBAHHE

BerunciurenbHbe
cpenbl 06paboTku
JTAHHBIX

10

I'padmuecknii nuzaitn

11

JleMoHCTpalMOHHbIN
9KCIEPHUMEHT B IIKOJIE

12

WHCcTpyMeEHTHI
BH3yaJIN3aluN
JaHHBIX

13

KomOunaropHsIit
aHanm3

14

Komnbrorepnas
rpaduka

15

Maremaruueckoe u
KOMIIBIOTEPHOE
MOJICTTUPOBAHUE

16

Maremarnyeckoe
MOJIECTUPOBAHUE U
BHU3yaTu3alus
HAYYHBIX JaHHBIX
CpelCTBaMH SI3bIKa
Python

17

Mertoas penieHust
TeOMETPUIECKUX
3amad

18

Opraam3anus
IIKOJILHOTO KaOMHEeTa
(hu3MKH

19

IIporpammupoBanue
Java

20

IIporpammupoBanue
na PHP

21

IIporpammupoBanue
YCTpPOMCTB
TEJIEKOMMYHHUKAIUN
Ha SI3bIKaX BHICOKOTO
YpOBHS

22

IIporpammupoBanue
YCTpPOMCTB
TEJIEKOMMYHHUKAIUN
Ha SI3bIKaX HU3KOTO
YpOBHS

23

IIpoexTuBHas
reoMeTpus

24

Pemenue
OJIMMITHATHBIX
(hu3nueckux 3a1a4




25|CucreMnl +
MHOTOYpPOBHEBOM
3aIUThI HHOPMAITIH

26 |CnopTuBHOE +
MPOTPaMMUPOBAHHUE:
ypoBeHb 1

27 |CaopTuBHOE +
MPOTPaMMUPOBAHHUE:
YPOBEHB 2

28 |Cranmaptsl B o0acTu +
MHPOPMALIIOHHON
Oe3omnacHOCTU

29 |®u3uka U XUMUsg +
TBEPIOrO TENa

30 |Durocodus +

31|udposas kynsrypa | +

32 |lIudporas oopadboTka +
HN300pakeHni

33 [OKkcnepTHBIE CUCTEMBI +

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:

JuctunnHa «be30nacHOCTh KOMITBIOTEPHBIX CETEH» OTHOCUTCA K 4acTH, (popMuUpyeMoil ydacTHUKAMHU
oOpasoBaTelbHBIX OTHOIIEHUH, ydeOHoro mmana OIl mo wnHampaemenutro mnoaroroBku 10.03.01 -
Nudopmarmonnas 6€30macHOCTb.

JucuunnnHa «be3onacHoCTh KOMIBIOTEPHBIX CETENW» U3ydaeTcs B 3 ceMecTpe.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00peM QUCIUIUIMHEL: 2 3.€.
Oumnas: 2 3.e.

Ounas

Bup yueOHOIT paboThI
Ay p (Bcero yacos)

OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 72
KonTaktHas pabora 32
JlaGoparopnsie (J1ab. pab.) 32
CamocrostensHas padota (CP) 40

3auer -

3.2.Conepxanue Kypca:

No Haspanue Bun DOpMBbI TEKYIIETO
TEMBI pasnena/TeMbl y4eOHOMH KOHTPOJISI
paboTHI,
yac.
Jla6 | CP
pao.
O]O0
3 cemecTp
1 Ky6 JlaGoparopHa
KnOep6e30nacHOCTH pabora;
51 8
CobecenoBaHue;
TectupoBanue




Yrpo3sl JlaboparopHas
KnOep6e30nacHOCTH pabora;
, YSI3BUMOCTH U JlaGoparopHas
aTaku pabora;

CobecenoBanue
CriocoOBI 3aIUTEI CobecenoBaHue;
CEKpPETHOMN JlaGoparopHas
uHpOpMaLUU pabora;

TectupoBanue
OO0ecreueHus CobecenoBaHue;
IIEJIOCTHOCTHU TectupoBanue;
TAHHBIX JlaGoparopHas

pabora
Konnenuus «1sthb CobecenoBanue
JEBSATOK
3amyra ypoBHen CobecenoBanue;
obecrieyeHus JlaGoparopHas
KnOep6e30nacHOCTH pabora
Kak crarb CobecenoBanue;
CIIEIUAJIUCTOM B JlaGopatopHas
obnacTu pabora
KnoepOe30nacHOCTH
Tema 1. Ky6 kubep0e3onacHocTu
Jlexknus.

[Tpuniuns! naGopMaroHHoi O6e3onacHocTu. CocTostHus JaHHBIX. Mepsl kubepoe3onacHocTH. [Tpuniun
KOH(UACHIMAIBHOCTH. 3aluTa KOHUACHIMATBHBIX TaHHBIX. KOHTponb nocTyna. 3akoHbI U
OTBETCTBEHHOCTb. [ [pUHIIMIT 1IEIOCTHOCTH JaHHBIX. TpeOoBaHMs K LETOCTHOCTH NaHHBIX. [IpoBepku
nenoctHocTH. [Tpuniun nocrynuoctu. Ilsate nestok. OGecnedenre 10CTyIHOCTH. BapuanTel XpaHeHus
JTAHHBIX. 3a/1a4y 3aIIUTHI XPaHIIIUXCS TaHHBIX. MeTobI epefayy JaHHbIX. 3a1a41 3alUThI
nepeaBaeMbIX TaHHBIX. Buabl 00paboTky JaHHBIX. 3a1a4M 32U Thl 00padaThIBAEMbIM JaHHBIX.
TexHonornueckue NpOrpaMMHbIE MEPBI 3aLIUTHI. TEXHOIOTHYECKHE allapaTHble MepPhI 3alUTHI.
TexHnonmornueckue ceTeBble Mephl 3aIUTHl. TeXHOIOTHYECKUE CPECTBA 3alIUThI Ha Oa3ze olaka.
OO6pa3oBatenbHbIe U yueOHbIe MEPONPUATHS 110 KrnOepOe3onacHocTH. DOPMHUPOBAHUE KYIIBTYPHBI
kubepo6e3onacHoctH. [lomutuku. Crangaptel. Pekomennanuu. [ponenypsr. O630p Mmoaenu
kubepOe3onacHoCTU. YpoBHU oOecnieueHust knoepoeszomacnoctu. Kontponbueie nenu. Cpeactsa
ynpasnenus. Monens kubepoesonacaoctu ISO u tpuaga «KL». Ucnonp3oBanue Moaenu
kubep6e3onacuoct ISO u cocrostnus anHbIX. Mozens kubepoesonacHoctu ISO 1 Mephl 3aIUTHI.

JlabopaTropHbie padoThbI.
1 VYcranoBka BuptyanbHOW MamuHbl Ha [1K.
2 AyteHTu(UKAIH, aBTOPU3ALUS H yUeT.
3 Packet Tracer — uzyuenue mudpoBanus ¢aiioB U JaHHBIX.
4 Packet Tracer — nmpoBepKa 11eTOCTHOCTH (hailJIOB M JJAHHBIX.

Tema 2. Yrpo3sl kudep0e30nacHOCTH, YI3BUMOCTH U aTAKH
Jlexknus.



VYrpo3bl kKubepOe30macHoCTH, YSI3BUMOCTH U aTaku. UTo Takoe BpeJoHOCHas mporpamma? Bupychl,
MHTEPHET-YE€PBH U «TPOSHCKUE KOHW». Jlornueckue 60MObI. [Iporpammel-BeIMorareny. Baxkaops! u
PYTKMTHI. 3amuTa oT BpenoHOCHbIX porpamm. Cnam. [lInnonckoe, peknamuoe 10 n nognensHble
aHTHUBUPYCHBIE TporpaMmbl. OuIMHT. BUMIKMHT, CMUIIHMHT, (JapMUHT U Y IIuHT. 3apaxenue Opaysepa u
MOJKITIOYaeMbIX MOAYJIeH. 3aluTa oT arak yepe3 Opay3ep U MeKTpOHHYI0 mouTy. CoruanbHast HHKEHEPHUS.
TakTuku conumansHON MHXKEHEpUH. B3 yepes miedo u mouck B Mycope. Mmmnepconndukanus u
pO3bIrphIll. HecaHKIMOHUPOBAaHHOE POHUKHOBEHKE. MOIIEHHNYECTBO B IHTEpHETE U 110 3IIEKTPOHHOU
noyre. 3amura ot oomana. Otka3 B oocnyxkuBanuu. [IpocnymmuBanue. [Tonmena. Ataka yepes mocpeaHuKa.
Araxku HyneBoro nHd. KnaBuarypHble IINOHBI (Keiorepsl). 3auTa oT aTak. YCIoBHO BpegoHocHoe [10 n
cMuIIMHT. BpenonocHsie Touku gocryna. [nymenue paguouactot. Bluejacking u Bluesnarfing. Araku Ha
WEP u WPA. 3amuTa oT atak Ha 6eCrpOBOIHBIC CETH U MOOUJIbHBIE YCTpOiicTBA. MeKCaUTOBBIN
ckpuntuHr. Bueapenue kozna. [lepenonnenue Oydepa. YnajaeHHbIiH 3amyck MporpamMm. IJIeMEHTHI
ynpasinenus ActiveX u Java. 3ammra ot arak Ha IPUIOKECHHUS.

JlaboparopHbie padoThbI.
Jlaboparopnas padota 1
OOHapyskeHHe yrpo3 U YsI3BUMOCTEH.
Jlaboparopnas padota 2
Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 3. Cnioco0b! 3aIMTHI CeKPeTHOM HH(pOPMALHMHU
Jlexknus.
HckycceTBo 3amuThl cekpeToB. Uto Takoe kpunrorpadus? Ucropus kpunrorpadun. Cozganue
Kpunrorpammel. J[pa tumna mmdposanus. [Iponecc cummerpuunoro mudposanust. THITbI
Kpunrorpaduyeckux npeodpasopanuii. CuMMETpUUHbIE aIropuT™bI mudposanus. [Ipouecc
aCUMMETPUYHOTO MIH(PPOBAHUSA. ANTOPUTMBI ACHMMETPUYHOTO MH(POBaHUS. YIIPaBICHNE KITIOYaMH.
Cpasuenue tunos mudposanus. [Ipunoxenus. CucteMsl pasrpanndeHus puzndeckoro gocrymna. CucremMsl
pasrpaHMYeHHs JOrHYecKoro noctymna. CpeacTsa aAIMUHUCTPATUBHOTO KOHTPOJIs focTyna. O6s3aresbHoe
pasrpanndenue gocryna. JluckpenuonHoe pasrpannueHue foctyna. KoHTposs qoctyna Ha OCHOBE poJIeil.
Pasrpannuenue qoctyna Ha ocHOBE IpaBuil. UYTo Takoe naeHtuukanus? CpencTsa KOHTPOIIS
unaeHtudukanyu. Yto-to, 9T0 MBI 3HaeM (pakTop 3HaHUS). UTO-TO, YTO MBI UMeeM ((PakTop BIAACHHUS).
Yro-TO, uTO SABNISAETCS YacThio HAC ((pakrop cBoiicTBa). MHOTO(akTOpHAs ayTeHTUUKAIHs. YTO Takoe
aBTopusauus?. Mcnonp3oBanue aBropusanuu. YTo Takoe OTYETHOCTH? BHEIpEHNE OTYETHOCTH.
IIpeBenTHBHBIE CpeacTBa KOHTPpOJIsA. CaepKUBAIOLIUE CPEACTBA KOHTPOIs. Pacio3HaBarenbHbIE CpeacTBa
koHTpois. Koppekrupytoiue cpeacrsa koHTpois. CpeacTBa BoccTaHOBIeHU. KoMnieHcupyomue
cpeacTBa KOHTpouid. YTo Takoe MacKMpoOBaHHME JaHHBIX? MeTobl MaCKUpPOBaHUs JaHHbIX. YTO Takoe
creranorpadus?. Merozas! creranorpaduu. CounanbHas creranorpadus. Oonapyxenue. O6dyckanusi.
IIpunoxenus.
JlaboparopHbie padoThbI.

1 Ilpumenenue creranorpadum.

2 Packet Tracer. Hactpoiika TpancrioptHoro pexxuma VPN.

3 Packet Tracer. Hactpoiika TynHenbHOro peskuma VPN.

Tema 4. O0ecnieueHus EJOCTHOCTH JAHHBIX
Jleknus.



Yro moHumaercs noj xeunpoBanueM? CBoHCcTBa XxenI-(QyHKIMNA. ATTOPUTMBI XEIIUPOBAHMUS.
CoBpeMeHHbIE aJTOPUTMbI XCITUPOBaHUsA. XeunpoBanue GpaiiaoB U U(POBbIX HOCUTENEH. XeIUpPOBaHUE
naponeil. [Ipunoxenus. B3nom xemeii. Yto monumaercs nox gfo6asnenneM conu? Ilpenorpaiienue aTax.
Peanm3zanus mexanusma go6asnenus conu. st uero npumensiercs mexannzm HMAC? Tlpunnun geiictBus
mexanmsma HMAC. [Ipumenenne mexannzma HMAC. Uro co0oii mpeacrapisier nudposast moanuch?
HeBo3mokHOCTh 0TKa3a. [Iporiecchl, mpuMeHsieMble MpH co31aHuu LU poBoii noanucu. Vicnonap3oBanue
G poBbIX noanucei. CpaBHeHUE aaropuT™MOoB IHppoBoil moanucu. Yto coboii npencrapnseT uudpoBoit
cepruduxar? McnonbzoBanue nudpoBbIx cepTUdHKaToB. YTo cO00# mpencTaBiseT HCTOYHUK
cepruduraros? Uto comepxut B cede uudposoii ceprudukar? Ilpouecc nposepku. [lyTs ceprudukara.
IlenoctHocTh nanHbIX. CpencTBa KOHTPOIIS BBoAA NaHHBIX. [IpaBuio nmposepku. IIpoBepka Tuna qaHHbIX.
ITpoBepka BxoaHBIX JaHHBIX. [IpoBepka anomanuid. LlenoctHocTh 00bekTa. CChlIOUHAs ETO0CTHOCTb.
LlemocTHOCTE JOMEHA.
JlaGopaTopHbie padoThbI.
1 Bsnowm napousi.
2 HUcnonp3oBaHue HUPPOBBIX MOIMUCEH.

3 VYnaneHHbIN 1OCTYII.

Tema 5. KoHunenuus «Th A1eBATOK»
Jlexknus.

Yro 03HaYaeT TEPMHH «IIATh AeBATOK»? Cepbl, B KOTOPBIX peanu3alis KOHLIEIHH «IISITh AEBITOK»
o0s13aTenbHa. YTpo3bl JOCTYNTHOCTH. [IpoekTHpoBaHue CUCTEM BBICOKOM TOCTYHMHOCTH. VaeHTuduKanms
pecypcos. Knaccudukanus pecypco. Crannapruzanus pecypcoB. Unentudukanus yrpo3. AHaIN3 PUCKOB.
Yerpanenue. MHoroypoBHeBbI nonxo. Orpannuenue. Paznoo6pasue. CokpbiTHe HH(POpMALIUH.
IIpocrora. Enunas Touka otkasa. PezepBuposanue no cxeme "N+1". RAID. STP. Pe3epBupoBanue
MapuIpyTu3aTopoB. CriocoObl pe3epBUPOBAaHUS MapIIPyTU3aTOPOB. PazmenieHre pe3epBHBIX KOMHUM JaHHBIX
Ha ygasieHHOM oObekTe. [IpoekTrpoBanue ¢ yueToM TpeboBaHUN K ClIOCOOHOCTH CHCTEMBI K
BOCCTaHOBJIEHUI0. OTKa30yCTONYMBOCTD puiiokeHui. OTkazoycroiunBocts 10S. IToaroroska.
OOHapysxeHue u ananu3. M3omsauus, TMKBUAANUSA U BoccTaHoBieHue. [1oBeieHe HTOroB o HHUUACHTAM
uHpopmanmonHoii 6e3onacHoctu. CereBoit Moaynb Cisco NAC. Cuctembl 0OHapYKEHUS! BTOPKEHUI.
Cuctema npenorspaiuenus sropxxkenuil. NetFlow u IPFIX. [IpoaBunyThie cpeacTa aHanm3a yrpo3. Bus
aBapuil. [lman aBapuiiHOro BoccTaHOBIEHUs. BHepeHue Mep aBapuitHOrO BOCCTAHOBIICHUS.
Heo6xonumMocTh B HENIPEPHIBHOCTH OM3HEC-TIPOLIECCOB. ACIIEKThHI HEMPEPHIBHOCTH OM3HEC-TPOLIECCOB.
Jlyudiie nmpakTuku o0ecriedeHns: HeMpPEPbIBHOCTH OM3HEC-TPOLIECCOB.
JlaGopaTopHbie padoThbI.
1 Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.

2 Cisco Packet Tracer. OTka30yCTOWYMBOCTh MapIIPyTU3aTOPOB U KOMMYTATOPOB.

Tema 6. 3amura ypoBHeii o0ecriedeHusi KUOepOe30MacHOCTH
Jlekumus.



be3onacHOCTh onepaliMOHHONM CUCTEMBI. 3alIUTa OT BPEJOHOCHBIX IIPOrpaMM. YIIpaBJIeHHUE
UCTIpaBIeHUsIMH. MeXceTeBble SKpaHbl (OpaHaMay>pbl) U CUCTEMbI OOHAPYKEHHSI BTOP’KEHHI Ha OCHOBE
xocta. 3ammura kommyHukanuii. WEP. WPA/WPA?2. B3aumuas ayrentudukanus. Pasrpanndyenne nocryna
K (paitnam. [llndposanue Paiinos. PesepBHOE KONMMpOBaHUE JaHHBIX U cucTeM. OuibTpanus u
O1okupoBaHue coaepkuMoro. KionupoBanue sxecTkoro nucka u yrunura Deep Freeze. 3amurHbie kabemu
u 3aMKu. brokupoBka koMmbioTepa nocie 6e3neiicteus. GPS-monutopunr. Peectp ycTpoicTB
panuoMeTKu. YipapieHue ynaieHHsM goctynoM. Telnet, SSH u SCP. 3amira nopToB 1 CepBHCOB.
[IpuBHIErupoOBaHHbIE YUYETHBIE 3alIUCU. [ pyNIIoBbIe MOMUTUKU. BKIIOUEHNE )KyPHAJIOB U OIIOBEILICHU.
ITutanue. Oromienue, BEHTUIALUSA U KoHAMIMOHUpoBaHue Bo3ayxa (OBK, HVAC). Konrpons
anmnapaTtHbIX cpencTB. OnepaTuBHbIe HEHTPbl. KoMMyTaTOpBI, MapuIpyTU3aTOphl U CETEBBIE YCTPOMCTBA.
BecripoBoaHbie 1 MOOMIIBHBIE ycTpoicTBa. CeTeBble CEpBUCH U CEPBUCH! MapIupyTu3anuu. O0opynoBaHue
VoIP. Kamepsl. O6opynoBanue i Buaeo-koH(pepeHi-cBsa3u. CeTeBble TaTYMKU U AaTuuku VHTepHeTa
Bemied. TexHonoruu 6uomerpuueckoit uneHTudukanuu. [Iponycka u xxypHainsl qoctyna. OxpaHa u
cornpoBoxieHue. Buneonabmonenne u HabII0IeHUE C UCIIOIb30BaHUEM AIEKTPOHHBIX cpeacTB. RFID u
OecrpoBoAHOE HAOIIOIEHUE.
JlaGopaTopHbie padoThbI.

1 HacTpoiika 30HaJbHBIX MesKceTeBbIX IKkpaHoB Cisco

3 Yacte 1. OcHOBHAsI KOHPUTYpALIKUS MaPLIIPYTU3aTOPOB

o Hactpoiite umena xocros, IP-agpeca unrepdeiicoB u naponau st J0CTyTIa.

. HaCTpOﬁTC CTAaTUYCCKHUEC MApIIPYThI IJIsI OpraHU3alun CKBO3HOM CBSI3U.

UYacTs 2. Hactpoiika 30HanpHOTO MexceTeBoro 3kpana (ZPF)
e Ucnonp3yiite CLI 1151 HACTPOWKHM 30HAIBHOTO MEKCETEBOIO HKPaHa.

o Ucnons3yiite CLI 11t mpoBepku koHpUTypanuu.

Tema 7. Kak cTaTh cienquajucToM B 001acTH KNOep0Oe30nacHOCTH

Jlexknus.
OOu1re yrpo3bl U yA3BUMOCTH, CBSI3aHHBIE C MOJIH30BATENIMH. YIIPABICHUE YIPO3aMHU, CBSI3aHHBIMH C
I10JIb30BaTENsIMU. PacipocTpaHeHHbIE yIpO3bl JUIsl yCTPOMCTB. YIIPaBICHUE YTPO3aMHU, CBA3aHHBIMU C
ycTpoiicTBamu. PactipocTpaHeHHbIe yrpo3bl IS JIOKAIBHOU CETH. YIIPaBJICHUE YIPO3aMu IS JOKaIbHOU
cetu. PactipocTpaHeHHbIe YIpo3bl AJIsl YaCTHOTO 001aka. YIpaBiieHHE yrpo3aMu JIIsl YaCTHOTO 00Jaka.
PacnipocTpaneHHbIe yrpo3bl i 00IIEI0CTYITHOTO 00JIaka. YIpaBiIeHHue YIpo3aMHt Ui 00IIEA0CTYITHOTO
obnaka. PactipocTpaneHHbIe yrpo3bl 11 PU3HUECKUX CPEACTB. YIPABICHUE YIPO3aMHU sl PU3UUECKUX
cpencts. PacipocTpaHeHHbIE yIpO3bl Ul IPUIIOKEHUN. YIIPaBICHUE YIPO3aMu JJIs IPUIIOKCHUN.
OTHYeCKHe IICHHOCTH CIeIHaINcTa Mo 00ecedeHnIo knoepoe3onacHoCTH. THCTUTYT KOMITBIOTEPHOM
stuku. KubepnpectynHocTs. ['paskgaHckoe ¥ yroJIOBHOE 3aKOHOAATENLCTBO M HOPMAaTUBHBIE TPEOOBAHHUS
MH(POPMALMOHHOTO U TEJIEKOMMYHHUKAIIMOHHOTO TpaBa. OTpacieBble 3aKOHbI. 3aKOHBI 00 YBEJIOMIICHHH B
cllyyae HapyIIeHus: 0€30MacHOCTH. 3aluTa KOHPUACHIINATbHOCTH. MeXTyHapOIHbIE 3aKOHBI.
Hanmonanenas 6a3a nanubix yszsumocteil. CERT. Internet Storm Center. I1epenoBoii ieHTp
kubepbezonacHoctu (Advanced Cyber Security Center, ACSC). Ckanepsl ysa3BumocTeil. TecTupoBanue Ha
BO3MO)KHOCTH ITPOHMKHOBEHUS. AHAIN3ATOPHI MMakeToB. THCTpyMEHTaIbHBIE CpeiCTBa OE30M1aCHOCTH.
Omnpenenenue pojei cnenuamiucToB 1o kudepoesonacHocTu. CpecTBa Morucka BaKaHCHIA.

JlaGopaTopHbie padoThbI.
1 Packet Tracer. OTpaOoTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.
2 B »aTOM 3amaHuM ABa MapUIpyTU3aTOpa HACTPOEHBI HA OOMEH JIaHHBIMHU.
3 Bbl oTBeuaeTe 3a HACTPOUKY MOABIHTEP(HENHCOB Il B3aUMOACHCTBUS C KOMMYTaTOPaMHU.
4 Bam npencrout HacTpouTh cetd VLAN, TpankoByto cBs3b u EtherChannel ¢ mporokomom PVST.
5 Bce uHTEpHET-yCTpOMCTBA HACTPOEHBI 3apaHee

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:
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rocemaemMocts — 10 0ayuioB

TEKYIHI KOHTpOJIb — 62 Gasia

3 cemectp

KOHTPOJIBHBIE Cpe3bl — 6 cpe3oB: S5 O6aoB, 5 6amios, 3 6amia, 5 6aoB, S 6amios, 5 6anIoB
npeMuanbHbie 6amel — 20 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpoOs | Oamios
/ cpe3sl
1. Ky6 Jlabopato 5 JlaGopaTtopubie pabOTHI BBEITIONHSAIOTCS IO TEMATHKE IPAKTHICCKUX
Kkubepoe3onacH pHa 3aHATHI.
OCTH pabora 5 OamroB — mabopatopHas paboTa BBIMOTHEHA B IOJTHOM 0OBEME,

CTYJICHT CBOOOJIHO BJaJieeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYACT HA BOMIPOCHI
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOIOTHIO

3 OamioB — naboparopHasi paboTa BBIITOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHasoM, OTBEUAET Ha 3aJJaHHbIC BOPOCHI

1 Gamra - maboparopHas paboTa B IICIOM BBIIIOJHECHA, OTHAKO B
MpoIiecce  BHITIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT mMHGOpMAIUeH 110
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ]]aBaeMbIe BOITPOCHI




Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

5 0anoB - CTYACHT yMeeT IPUMEHSATh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

2 Gaya — CTYJACHT BiageeT
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

6-7 GammoB - CTyAGHT NpaBUIBHO oTBedaeT Oomee udem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Yrpo3ssl
Kkubepbe3onacH
OCTH,
YA3BUMOCTH U
araku

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

5 OamnoB — naboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

3 GamnoB — nabopaTopHas paboTa BBHIIIOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

5 OamroB — mabopatopHas paboTa BBIMONHEHA B IOJTHOM 0O0BEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

3 OamioB — naboparopHasi paboTa BBEIITOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

2 Oamma - mpaboparopHas paboTa B II€JIOM BBEITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

5 0anoB - CTYACHT yMeeT IPUMEHSATh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

2 Gaya — CTYJACHT BiageeT
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Crnioco0Osr
3aLIUTHI
CEKpEeTHOMU
UHpOpMALIH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

5 0anoB - CTYACHT yMeeT IPUMEHSATh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

2 Gaya — CTYJACHT BiageeT
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

5 OamnoB — naboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

3 GamnoB — nabopaTopHas paboTa BBHIIIOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

5-6 GamyoB - CTyAEHT NpaBUIBHO oTBedaeT Oomee dem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.

16



ObecnieueHus
LEIOCTHOCTH
JTAHHBIX

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

3 0anoB - CTyACHT yMeeT IPUMEHSATh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

2 Gaya — CTYJACHT BiageeT
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

5 0amnoB - CTyOeHT NpaBUIBHO oOTBeyaeT Oomee dem Ha 90%
BOIIPOCOB.

4 GaminoB — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

3 Ganna - cTyfeHT npaBmiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

5 OamnoB — naboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

3 GamnoB — nabopaTopHas paboTa BBHIIIOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Konnenmus
«IISITHh JEBSATOK)

Cobeceno
BaHUE

10

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

10 GanyoB - CTYACHT yMEeT MPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

5 0aIoB — CTyIEHT BiaJeeT
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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3amura
ypOBHEN
oOecriedyeHus
kubepOe3onacH
ocTu

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

5 0anoB - CTYACHT yMeeT IPUMEHSATh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

3 06anIoB — CTyIEHT BaJeeT
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

5 OamnoB — naboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

3 GamnoB — nabopaTopHas paboTa BBHIIIOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

2 OamioB - jaboparopHas paboTa B LIEJOM BBHINOJIHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Kak crars
CIIEI[UATIUCTOM B
obmactu
kubepOe3onacH
OCTH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

5 0anoB - CTYACHT yMeeT IPUMEHSATh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

3 06anIoB — CTyIEHT BaJeeT
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

5 OamnoB — naboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

3 GamnoB — nabopaTopHas paboTa BBHIIIOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 GamnoB - maboparopHas padoOTa B LIEJIOM BBHINOJIHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

8. ITocemaemMocTh

10

10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7-9 GannoB — MOCemaeMOoCTh CTyAeHTa cocTasisieT He meHee 80 %
3aHATUN

4-6 GamIoB — MOCEMIaeMOCTh CTyIeHTa cocTaBiusgeT He MeHee 50 %
3aHATUI

1-3 Gamma — mocemaeMoCTh CTy[AEHTa COCTaBiseT He MeHee 25 %
3aHATUN

9. [IpemuansHbie OaIITBI

20

JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHMCIICHBI:

- 3a TPOEKT, BHINOJHEHHBIH TO 3aka3dy paboromarenss W
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;

- TIOCTOSIHHAsI aKTHBHOCTH BO BpEMsl NMPaKTHYECKUX 3aHATHH — 10
0aoB;

- TIOJTHOCTHIO MOATOTOBJIICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTukKe B
paMKax qucuuIuinHel — 10 6asos;

- y4acTHE C JOKJaJoM BO BCEPOCCHMCKON OMUMIIMAJE MO TEMAaTHKE
nu3yyaemoi qucuuiuinie — 20 6asios;

- y4JacTve B BBICTaBKE IO TEMAaTUKE M3y4yaeMOW TUCIMITIUHBI — 20
0aIoB;

- myOnmuKamus CTaTbM IO TEMaTHKE H3ydyaeMoil OUCHUIUIMHBI B
cOOpHUKE CTyA€HYECKHX paboT / MarepuaiaXx BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK—10/15/20

10. |MHIuBHIyaTbHBIC 3aIaHUA,
C TIOMOII[BIO KOTOPBIX
MOXKHO HaOparhb
JTOTIOJTHUTENNBHEIE OB

20

Pemenne xetica (10 6ammoB)
[Ipoxoxxnerane TtectupoBarus (30 BOMPOCOB) MO BCEMY KypCy
muciatoIiHE (10 6aToR)

11. Hroro 3a cemectp

100

Hrorosas omenka mo 3a4eTy BbicTaBisieTcs B 100-0amipHOM MIKaie U B TPAIUIIMOHHON YeThIpex0aIbHOM
mkane. [lepeBog  100-GammpHOM
YEThIPEX0AUTBHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

PEeUTHHIOBOWM OICHKA IO JUCUUILNIMHE B  TPAJAUIMOHHYIO

100-6ayuipHasA cucTeMa

TpanuimonHas cucteMa

50 - 100 6ayuioB

3auyTeHo

0 - 49 6aiut0oB

He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

JlaGopaTopHa padora

Tema 1. Ky0 kubepOe3onacHocTu

1 VYcranoBka BupTyanbHo# MamuHel Ha [1K.

2 AyreHTHdUKaUs, aBTOPU3ALMS U YUET.



3 Packet Tracer — u3yuenue muppoBanus (GpaiaoB U TaHHBIX.
4 Packet Tracer — mpoBepKa IETOCTHOCTH (PailyIoB U JaHHBIX.

JlaGoparopHasi paéora

Tema 2. Yrpo3bl kuGepOe30MmacHOCTH, YI3BUMOCTH U aTaKu
JlaboparopHas pabora
W3ydeHre 0CHOBHBIX METOJIOB pabOThI BUPYCOB-BBIMOTaTENEH.
[Topsitok BBIOJIHEHUS:
- U3y4YEeHHE MPUHIINIA PaOOTHI
- U3y4eHHue OaH/ BEIMOrareneit
JlabGopatopnas pabora.
W3yuenne pummHr-ataxk
[TopsiioK BBITIOJIHEHUS:
- U3yYCHHE MIPUHIIHAIA PAaOOTHI
- U3y4YEeHHE CIIOCOOOB MPUMEHEHUS
- U3YYCHHE CITIOCOOOB 3aIIHUTHI

Tema 3. CiocoOBbI 3aITUTHI CEKPETHOM HH(pOpMaUn
Jlaboparopnas pabora
OCHOBBI KOMIIBIOTEPHOH CTenaHorpaduu
[IpuobpereHre yMEHHUEOB UCCIIEIOBAHNE CBOMCTBA CTEIrXOPOIIIOOHTEHHEPOB, pa3padoTKa

CTETOCHUCTEMbl M HMX MPHUMEHEHHE JUIsl COKPBITHE JaHHBIC MPHU TMepeaade C C MOMOIIBIO
rpadukan300paKEHUSICHUIA.

Tema 4. OGecrieueHNs HETOCTHOCTHA JaHHBIX
1.Kakue nporpaMMel Ha3bIBatOTCs (ailIOBBIMU MEHEIKepamMu?
2.Kakast uHpopManus oTpakaercs B 001acTi mpocMoTpa nmporpamMmmbsl Konqueror?
3.Kak co3nars HOBoe OKHO ¢ momouibto nporpammsel Konqueror?

4.Ilepeuncnute 3aJa4u IO YNpaBIEHUIO (DAMITIOBON CHCTEMOW, KOTOPHIE MOXHO pEIIaTh C TOMOIIBIO
nucrnierdepa (aitnos?
5.Ilepeuncnure cranmaptaeie pynkmnun KDE.

Tema 6. 3amura ypoBHeit o0ecriedeHus: Kubepoe30macHOCTH
Hacrpoiika 30HaJbHBIX MekceTeBbIX IKpaHoB Cisco
Yactp 1. OcHOBHas KOH(UTYpaILHs MapIIPyTU3aTOPOB
o Hactpoiite umena xocros, [P-anpeca unrepdeiicoB u naponau st J0CTyTIa.

. HaCTpOI\/'ITe CTAaTUYCCKHUEC MApIIPYThI IJIsI OpTraHU3alun CKBO3HOM CBSI3U.

UYacTs 2. Hactpoiika 30HanpHOTO MexceTeBoro 3kpana (ZPF)
o Hcnonp3yiite CLI 1151 HACTPOWKHM 30HAIBHOTO MEKCETEBOIO HKpPaHa.

o Ucnons3yiite CLI 11t mpoBepku koH(pUTYypanuu.

Tema 7. Kak craTh cienanucToM B 00JIaCTH KHOEpOE30IMacHOCTH
Packet Tracer. OTpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.
B sToM 3amanuu qBa MapIIpyTU3aTOpa HACTPOCHBI HA OOMEH JaHHBIMU.
Brl oTBeuaere 3a HaCTPOHKY MOABIHTEP(EHCOB /1JIs1 B3aUMOJICHCTBHS C KOMMYTaTOpaMH.
Bawm npexncrout Hactpouts cetn VLAN, TpankoByio cBsi3b u EtherChannel ¢ mporokonom PVST.
Bce nHTepHeT-ycTpolicTBa HACTPOEHBI 3apaHee



25
ColecenoBanue

Tema 1. Ky0 kubepOe3onacHocTn
1. Ha3oBuTe mocieqHuii 3Tar CTpYKTyphl yOMICTBEHHOHN 1IETIOUKH.

2. Kakoit ”HCTpYMEHT MOKET BBITIOJIHATH aHaJIU3 TpaduKa U MOPTOB B peaIbHOM BPEMEHH, a TAKXKe
BBISIBJISITh aTaKU CKaHUPOBAHUS MTOPTOB, CO3/1aHUs HU(POBBIX OTIIEYATKOB U NepenoiaHeHus Oydepa?

3. Kakoli MHCTpYMEHT MOKET BBISIBJISITh BPEIOHOCHBIN TpaduK, CpaBHUBAS COEPKUMOE TTAKETa C
M3BECTHBIMU CUTHATypamH aTak?

Tema 2. Yrpo3sl knbepOe30MmacHOCTH, YI3BUMOCTH U aTaKu
1. Yto siBnsieTcss mpuMepoM JoMeHa JaHHbIX B UHTepHeTe?

2. K kaxkoit kareropuu, cornacto knaccudpukanuu NICE Workforce Framework, otHocuTCSs
CIeMaIM3UPOBaHHAs OI[EHKA MOCTYMAONIEeH nHpopManuu 0 KnOepOe30macHOCTH C LEIbI0 ONPEACTICHHS
ee MPUTOAHOCTH ISl aHATTUTUKH?

3. Ilpu xako# aTake 1eJib BEIBOAUTCS U3 CTPOS MyTEM OTIPABKHU €l OTPOMHOTO KOJIMYECTBA 3alIPOCOB OT
MHO>KECTBA IPYTUX CUCTEM?

Tema 3. CiocoOBblI 3aLTUTHI CEKPETHOM HH(pOpMaUU
1. Kakue mepsl 3pexTuBHBI B 00pb0e ¢ KHOESPIPECTYITHUKAMU ?
2. Yto 03Ha4YaeT TEPMUH «YSI3BUMOCTb)?

3. CoBpeMEeHHBIC METO/IBI 3alTUThHI KOH(HUICHIIMAIbHON HH(OPMAITH AETATCS Ha JIBe rpymbl. HazoBuTe
HX.

4.Kak pernmaMeHTHPOBATh MOPSAO0K 3alTUThl KOH(MUIESHIIATEHON HHGOpMAITHH?
5. IlpaBa cyObekra u o6s3anHOCTH orneparopa I1/] B monuTrke 6€30MacHOCTH.

Tema 4. OGecrieyeHUs LETOCTHOCTA JAHHBIX
1. Ha3Bars MeTOBI HACHTH(UKALINN, TIPUMEHSEMBIC B ITPOIIECCE ayTCHTU(PUKAITTN

2. K xakoii KaTeropuu OTHOCSTCS 3aKOHBI B chepe KubepOe30macHOCTH, PEryaHpYIOLIIe PacKphITHE
OpraHu3ansIMHU KOH(UACHINAIBHON HH(POPMALIUU O TIoJIb30Barese?

3. Kakoil MexaHW3M MO)KHO IIPUMEHUTh B OPTaHU3ALUY B KAYE€CTBE CPEICTBA 3ALUTHI OT
HETpeHaMEePEHHOT0 U3MEHEHHs HH(OpMAalliK aBTOPU30BAHHBIMU TIOJIb30BaTEISIMH?

4. JIns 4ero UCHoib3yIoTCs Xem-QyHKIUH B Kpunrorpadun?
5. YTo Takoe LEJIOCTHOCTD TaHHBIX?

Tema 5. Kornnenmus «IsiTb JEBITOK)

1. Kaxkoit kpuntorpadudeckuii anroputm npumensiercs B AHbB u nogpazymeBaeT ncrnonb3oBaHue
SIUTMIITUYECKUX KPUBBIX 17151 opMupoBaHus HUGPPOBBIX MOANNCEH U OOMEHa KiIIo4aMu?

2. Ha3Barb nporecchl, KOTOpbIE OTHOCATCS K KAaTETOPUH JIOTUYECKUX CPENICTB KOHTPOJIS TOCTYTIA.
3. Ha3Barp npuMepsl aAMUHUCTPATUBHBIX CPEICTB KOHTPOJISL AOCTYTA.

4. OT 4ero 3aBUCHUT JOCTYIHOCTb U HEOCTYITHOCTh cepBUca?

5. I rapaHTUPOBAaHHOW JOCTYHMHOCTH BbIe 99,8%,4ueM HEOOX0AMMO 3aHUMATh?

Tema 6. 3amuTa ypoBHEH oOecrieueHusi KnOepOe30MmacHOCTH

1. Ilpu xakom anroput™e mudpoBaHUs MPUMEHSETCS OUH U TOT ke oot PSK-kitou, 40661
3amu@poBaTh U pacuIppoBaTh TaHHBIE?

2. Kakue TepMHUHBI TPUMEHSIOTCS [T OMIUCAHUS KiItouel mudpoBaHus?

3. Kakoli U3 aCHMMETPUYHBIX AJITOPUTMOB OTNIPEICIISET CXEMY JIEKTPOHHOM Mepeadn 001Iero CeKpeTHOro
KJIroya?

4. Kakue Buasbl ypoBHei b cymecTByroT?



26
5. Yto BKiIOYaeT B ceOs Kaxblii ypoBeHb NB?

Tema 7. Kak craTh cienuanucToM B 00JIaCTH KHOEpOE30IMacHOCTH
1. Kaxkoii MeTon rmompazymMeBaeT MOUCK Mapodis MyTeM nepedopa BCeX BO3MOKHBIX KOMOWHAIIHIA?
2. JIns yero nMpUMEHsETCs] KpunTorpapuuecku CTOHKUI reHepaTop nceBaoCIyYaiHbIX Ynucen?

[98)

. I1o xakuM npUHIUIIAM IPOUCXOAIT KMOEpaTaku U KaKhe €CTh CIIOCOOBI 3alUThI OT HUX?

. gTo takoe moxeimt TCP/IP mu6o OSI?
. HA30BUTE HAa3BaHUS YPOBHEW OJTHOM M3 Mozeneit?
. 9TO Takoe Kpunrorpadus?

N N L b

. KaKue BUJIbI KpUNTOrpadguu ObIBAIOT U /TS YETO MPUMEHSIOTCS?
TecrupoBanue

Tema 1. Ky6 kubepb6e3onacHocTi
Bompoc 1: Kro siBisieTcss 0CHOBHBIM OTBETCTBEHHBIM 32 OIPEEICHNE YPOBHS KilacCUPUKAIIH
nHpopmaruu?
BapuanTe! oTBeTa:
a) PykoBoauTens cpeqHero 3seHa
0) Briciiee pykoBOICTBO
B) Brnanenerng
r) [Tons3oBaTensb

Bomnpoc 2: Kakast kareropus sBisieTcs Hanbosee puCKOBAaHHOM U1l KOMIIAHUN C TOYKH 3PEHUS BEPOSTHOTO
MOIIICHHUYECTBA U HapyIIeHus: 0e30macHOoCTH?

Bapuanrts! oTBeTa:

a) CoTpynHUKH

0) Xaxepsl

B) ATakylomue

r) KonTparenTs! (Juiia, paboTatomue 1o 10roBopy)

Bompoc 3: Ecnu pazaudabIM rpyIinaM Mojib30BaTelield ¢ pa3InyHbIM YPOBHEM JI0CTyNa TpeOyeTcs TOCTYy K
OJTHOM | TOH ke MH(POpMAIIMHU, KaKOe U3 YKa3aHHBIX HUXKE IEUCTBUH ClIeyeT NMPEANPUHSITH PyKOBOACTBY?

BapuanTe! oTBeTa:

a) CHU3UTH YpOBEHb 0€30MacCHOCTH 3TOM HHPOPMALIUH [T 0OecTieueH s ee JOCTYITHOCTH U ynoOcTBa
UCTIOJIb30BaHHSA

6) TpebGoBaTh MoOANKMCAHUS CIEHUATIBHOTO PAa3pEIICHUs KaXKIBIN pa3, KOT/a 4eIoBeKy TpeOyeTcst JOCTYII K
3To# uH(popMaUn

B) YJIy4IIUTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON HH(pOpMaIK

r) CHU3HUTH YPOBEHB Klaccu(HUKAIIUU dTOW HHPOpMAIUu

Bomnpoc 4: Uto camoe maBHOE J0JKHO MPOAYMaTh PyKOBOACTBO MPH KJIACCH(PUKALUU TaHHBIX?
BapuanTe! oTBeTa:

a) TUIbl COTPYIHUKOB, KOHTPAreHTOB M KIIMEHTOB, KOTOPBIE OyIyT UMETh JOCTYII K JaHHBIM

0) HeoOGxoaumbIii ypoBeHB JOCTYITHOCTH, IIEIOCTHOCTH U KOH(MUIEHIINATEHOCTH

B) OLIeHUTH ypOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YrpaBieHue J0CTyIOM, KOTOPOE JAOJIKHO 3aIlUIIATh JaHHbIE

Bompoc 5: KTo B KOHEUHOM c4eTe HECET OTBETCTBEHHOCTh 3@ TapaHTUU TOTO, YTO JTAHHBIE
KJIacCU(UITUPOBAHBI U 3aUIICHBI?

Bapuanrts! oTBeTa:
a) Brnanenblibl JaHHBIX
0) [Tonp3oBaTenu
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B) AZIMMHHUCTPATOPbI
r) PykoBoncTBo
Bompoc 6: Uto Takoe npouenypa?
BapuanTe! oTBeTa:
a) [IpaBuia ucmoap30BaHUS IPOTPAMMHOTO U AMIAPATHOTO 00ECTICYCHUS B KOMITAaHUH
0) [TomaroBast MHCTPYKITHS IO BHITIOJTHEHUIO 3a/1a491

B) PyKOBOJICTBO 1O IEHCTBUSM B CUTYAIUSIX, CBI3aHHBIX C O€30MAaCHOCTHIO, HO HE OMMCAHHBIX B
CTaHIapTax

r) O0s3aTenbHbIC ICHCTBUS

Tema 3. CiocoOBbI 3aLTUTHI CEKPETHOM HH(pOpMaUn
[Tpomecc, B xome KOTOporo mudpoBaHHBIA TEKCT MPE0Opa3yeTcs B UCXOAHBIN, HA3BIBACTCH ...
o mudpoBaHUE

e JnemudpoBaHUE
e TIpeobpa3zoBaHue
e  HCKaXCHHE

4. Ilpomnecc, B X01€ KOTOPOTO MIN(POBAHHBIN TEKCT peoOpa3yeTcst B UCXOAHBIH, Ha3bIBACTCH ...
o muppoBaHUE

e JemuppoBaHUe
e TMpeoOpa3oBaHHE
e  HCKaXXCHUE

5. Hudopmanmsi, HeoOXonuMas 1Jisi OecnpensiTCTBEHHOro IU(POBaAHUA U AeU(PPOBAHUS TEKCTOB,
Ha3bIBaeTcH ...

e  KIIOY

o 1Hdp
° KO

e TapOJb

6. Xapakrepucruka mudgpa, onpeaeasomas ero CTOMKOCcTh K mu@poBannio 6e3 3HAHUSA KJII0Ya,
Ha3bIBaeTcH ...

e  KPHUIITOCTOMKOCTHIO
e TIAPOJIH

e ayleHTH(UKATOP

e 1mmdparop

7. AcumMeTpryHOe MKU(ppoBaHue s MUPPOBAHUA U paciiMPPOBKHU MCMOJIb3YeT ...
e  OJUWH OTKPBITBIN KIIFOY U OJIMH 3aKPBITBIA KITHOY

e  OJMH OTKPBITHIN KITIOY
e  OJVH 3aKPBITHIN KIIFOY
e OJMH U TOT K€ K04

e JIBA OTKPBITBIX KJIFOYA
e JIBA 3aKPBITHIX KJIFOYA

8. AcummerpuyHoe mudpoBaHue AJs1 MU(PPOBAHUS UCIOJIB3YET ... KJIKOY.
e  OTKPBITHIN

e  3aKpBITHIA



Tema 4. OGecrieueHns 1IEJIOCTHOCTH JAaHHBIX
[lemocTHOCTH MHGOPMAIIHH — ATO
a) CocrosiHue nHpOpMAIIHH, TTPH KOTOPOM OTCYTCTBYET JIF000E €€ N3MEHEHHUE;

0) CocrosiHue nH(popmaluy, Mpu KOTOPOM M3MEHEHHE OCYUIECTBIISETCS TOJIBKO IMpeIHAMEPEHHO
CyObeKTaMHU, UMEIOIIMMH Ha HETO MpaBo;

B) CocrosiHue UHQOpPMALUU, MPU KOTOPOM OTCYTCTBYET JF000€ €€ M3MEHEHHE MO0 M3MEHEHHE
OCYIIECTBIIIETCS TOJIBKO MPEIHAMEPEHHO CYObEKTaMu, UIMEIOIIUMHU Ha HETO MPaBo.

be3onacHoCTh MepcOHANBHBIX JAHHBIX — 3TO

a) CocTosiHME 3alUIIEHHOCTH MePCOHATIBHBIX JaHHBIX, XapaKTEPU3yeMOe CIIOCOOHOCTHIO MOJIb30BaTeNeH,
TEXHUYECKUX CPEJCTB U MH(POPMALMOHHBIX TEXHOJIOTHI 00ecneynTh KOH(PUACHINAIBHOCTD, IEJI0CTHOCTh
U JIOCTYITHOCTh MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMAaX MEePCOHAIBHBIX
JAHHBIX;

6) CocTosiHME 3aIMIEHHOCTH MEPCOHANBHBIX JaHHBIX, XapaKTePU3yeMoe CIIOCOOHOCTHIO MOJIb30BaTeNeH,
TEXHUYECKHUX CPEJICTB U MH(OPMAIIMOHHBIX TEXHOJIOTUN 00ecreunTh KOH(DUICHIINATBHOCTb, IIETOCTHOCTD
MIEPCOHAIBHBIX JAHHBIX;

B) CocCTosiHME 3alUIIEHHOCTH IEPCOHAJIbHBIX JaHHBIX, XapaKTEpPU3yeMO€ CIHOCOOHOCTHhIO TEXHHYECKHX
CpencTB 00ecneunTh KOH(UICHIINAIbHOCTh IEPCOHANIBHBIX JaHHbIX.

BJ'IOKI/IpOBaHI/Ie NEPpCOHAJIBHBIX JAHHBIX — 3TO

a) Bpemennoe npekpaiienne 00pabOTKH NMEPCOHATBHBIX JTAHHBIX (32 UCKIIOYCHHEM CIIydaeB, €CIIU
00paboTka HeoOXoauMa I YTOYHEHUS TIEPCOHANIBHBIX JIaHHBIX ),

0) Bpemennoe npekpaiienne 00paboTKu MEpPCOHATBHBIX TAHHBIX;

B) Bpemennoe npekpaiieHre o0paboTK MEepCOHANBHBIX AAHHBIX I YTOUHEHHS MEePCOHAIBHBIX
JAHHBIX.

4.3 IIpomexxyTouHast aTTeCTaIMs 110 JUCIUIUIMHE MPOBOIUTCS B opMe 3adeTa

Tunosbie Bonpocsl 3a4era (YK-1)
1 Kakue cereBble TEXHOJIOTMH Ha3bIBAIOTCS KIMEHT-CEPBEPHBIMU ?
2 Yro Takoe cereBoil agantep? Kakue TUIBI CETEBBIX aAaNTEPOB CYIIECTBYIOT?
3 Kaxkue BB TMHUH (KaHAIOB) UCIIOIB3YIOTCS TSl CBA3H KOMITBIOTEPOB B JIOKAJIBHBIX CETSX?
4 Kakue MeTobl I0CTyIa OT KOMIBIOTEPY UCTIOIB3YIOTCA B JIOKAIBHBIX CETAX?
5 Yro o3Hauaet 3HauoK CereBoe okpyskeHue Ha Pabouem crone Windows?

TunoBble 3aganus s 3adera (YK-1)
1) Koraa mosy4en cnam no e-mail ¢ npuio:keHHbIM (paiijiom, ciienyer:
- IIpounTtare npunoxKeHue, €CIM OHO HE COACPKUT HUYETO [IEHHOTO — YAAIUTh
- CoxpanuTh npujioxkeHue B nmapke «Crnamy», BBIACHUTH 3aTeM [P-anpec renepartopa cnama
+ VYnanuth NucbMO € NPUIIOKEHUEM, HE PACKPBIBAs (HE YUTasl) €ro
2) lIpunuun Kupxroga:
- CexpeTHOCTh KITI0Ua OmpeiesieHa CEKPETHOCTHIO OTKPBITOTO COOOIIECHUS
- CekpeTHOCTh HH(GOPMAIUH OINIPEIeIeHa CKOPOCTHIO Mepeaayn JaHHBIX
+ CeKpeTHOCTh 3aKPBITOTO COOOIIEHHSI ONPEAEINIAETCA CEKPETHOCTBIO KIIF0Ua
3) 3II - 310:
- DneKkTpoHHO-IIU(POBOIL TTpeodpa3oBaTeIb
+ DnexTpoHHO-1M(pOBast MOANUCH
- DneKTpOHHO-IU(POBOI TIPOIIECCOP
4) Haun0oJ1ee pacipocTpaHeHbl YIPo3bl HHPOPMALMOHHOMH 0€30ITACHOCTH KOPIOPATUBHOM CHCTEMBbI:
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- [Toxynka Henuuensunonsoro 110

+ OmuOKH KCITyaTalli U HEYMBIIIJICHHOTO U3MEHEHHS pexruMa paboThl CUCTEMBI
- Co3HaTeNbHOIO BHEIPEHUS CETEBBIX BUPYCOB

5) HauboJ1ee pacipocTpaHeHbl YIPo3bl HHPOPMANMOHHOK 0€30ITACHOCTH CeTH:
- PacnipeneneHHbIi JOCTYM KIMEHT, OTKa3 000pyI0BaHUS

- MopasnbHblif H3HOC CETH, HHCANAEPCTBO

+ Co6oii (0TKa3) 000pyIOBaHUS, HEJIETaTbHOE KOMTMPOBAHKE TAHHBIX

6) Haun0oJ1ee pacipocTpaHeHbl CPeICTBA BO3/IelCTBHS HA ceTh oduca:

- Cnabpr1ii Tpaduk, nHPOPMALMOHHBINH 00MaH, BUPYCHl B UHTEPHET

+ Bupychl B ceTH, JIOTHYeCKUe MUHBI (3aKJIaJKH ), HHOOPMAITMOHHBIN TTepeXBaT

- KommprorepHbie cOom, M3MEHEHNE aIMUHCTPUPOBAHUS, TOTIOJIOTUH

7) YTeukoit uHGOpMALMHU B CUCTEMe HA3bIBAECTCS CUTYallUsl, XapaKTepu3yemasi:
+ Ilorepeit JaHHBIX B CUCTEME

- Isamenenuem ¢Gopmbl nHGOpMALTHH

- I3MeHeHneM copepskanusi UHGopMauu

8) CpoiictBamu nHpopManuu, Handoee AKTyaJIbHBIMU NPH o0ecneYyeHU NHPOPMAITUOHHOI
0e30IaCHOCTH SABJISIIOTCS:

+ IlemocTHOCTD

- JloctynHOCTB

- AxTyanbHOCTBI

9) Yrpo3a naopManMoOHHOI cucTeMe (KOMIbIOTEPHOH CeTH) — 3TO:

+ BepositHoe coObITHE

- JlerepMuHupOBaHHOE (BCETIIa ONPENETICHHOE) COOBITHE

- CoOpITHE, TPOUCXOASIIEE TEPUOTUIECKU

10) Undopmanusi, KOTOPYIO cIeAyeT 3alliMINATh (110 HOPpMaTHBaM, IPABUJIAM CEeTH, CHCTEMbI)
Ha3bIBaeTCH:

- PenmamenTupoBanHoi

- [TpaBoBoO#

+ 3amumiaemoit

11) Pa3zHoBHAHOCTAMU YIpo3 0€30MaCHOCTH (CeTH, CUCTEeMbI) SIBJISIOTCHA BCe NEPUYUCICHHOE B CITUCKeE:
+ IIporpaMMHbIe, TEXHUUECKUE, OPraHU3alIMOHHBIE, TEXHOJIOTHUECKUE

- CepBepHble, KIIMEHTCKUE, CITyTHUKOBBIE, HA3EMHbIE

- JInunbie, kKopropaTuBHBIE, COLMATBLHBIE, HALIMOHAIILHBIE

12) OxoHYaTeJBbHO, 0TBETCTBEHHOCTD 32 3alIUIIEHHOCTb IaHHbIX B KOMIILIOTEPHOM CEeTH HeceT:
+ Bnagenen cetu

- AIMUHHCTpATOp CETH

- [Tonp30Barens cetu

13) IMoauTuka 6e30MACHOCTH B cCUCTeMe (CeTH) — 3TO KOMILJIEKC:

+ PykoBozacTB, TpeboBaHMii o0ecriedeHns HEOOXOIUMOro YpOBHS 0€301MacHOCTH

- MHCTpyK1IMii, alITOPUTMOB NTOBEACHUS TI0JIB30BATENS B CETU

- Hopmbl nH(pOpMaIioHHOTO Nnpasa, CoOM0IaeMbIe B CETH

14) HauOoJiee Ba)KHBIM NPHU peaiM3alui 3aIMTHBIX MeP MOJUTUKHU 0€30M1aACHOCTH ABJISIETCSH:
- AynuT, aHanu3 3aTpar Ha MPOBEACHHUE 3aUUTHBIX Mep

- AynuT, aHanu3 6€30macHOCTH

+ AynuT, aHaIu3 ysI3BUMOCTEH, pUCK-CUTYaLUH

4.4. Illkana orieHUBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU
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«3aYTCHO» VK-1
(50 - 100 6amnoB)
«HE 3aUYTEHO» VK-1
(0 - 49 6annoB)

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl IO OCBOCHHMIO TMCIUIIMHBI (MOXYJIA)

5.1 Meroaudeckue yKka3aHusl 10 OPTaHU3AIUNA CAMOCTOSITEIIbHON paOOThI 00yUYaIOIUXCS:

[Ipuctynas kK U3y4yeHUI0 AUCUUILINHBI, B IEPBYIO OYepeab 00ydaromuMcss HEOOXOAMMO 03HAKOMUTHCS
cozepykanreM padoueii mporpammbl nucturuinabl (PIT), koTopas onpenensieT coaepkanue, o0beM, a
TaKKe MOPSAIOK U3YUESHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEL, €€ pa3/iena, YacTu.

J1J1s1 caMOCTOSITEIBHOM pabOThI BAXKHOE 3HAYCHHE UMEIOT pa3eibl «O0beM H collepiKaHue TUCIUTITIHBD),
«Y4uebHO-MeTon4YecKkoe U NHGOPMAITMOHHOE 00eCTIeYeHIE TUCITUTUIMHBD U «MaTepuaabHO-TEXHUIECKOe
obecriedeHre TUCIUILIMHEI, IPOrpaMMHOE obecrieueHue, mpodeccuoHalbHbIe 0a3bl TaHHBIX U
WH(OPMAITMOHHBIE CIIPABOYHBIC CUCTEMBD».

B paznene «O6beM 1 cofepKaHne TUCIUILTHHBD) YKa3bIBAIOTCS BCE PA3JIENbl U TEMbI H3y4aeMOn
JMCLUIUIMHBL, @ TAK)Ke BUJIbI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B paznene «Y4eOHO-MeToquUEcKoe U HH(POPMAIIHOHHOE 00eCIIeUeHNE TUCIUILTMHBD) yKa3aHa
peKoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEPATypa.

B paznene «MarepuanbHO-TEXHUUYECKOE 00eCTIeUeHNe TUCIMITINHBL, TPOrpaMMHOE oOecIieueHue,
npodeccroHabHbIe 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBD» COIEPIKUTCS MEePEUCHb
npodeCCHOHAIBHBIX 0a3 JAHHBIX U HHPOPMALMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX ISl OCBOCHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TeOPETHYECKUMHU MaTeprallaMy 110 TUCIUILIIMHE

[Tpu n3yuennu u npopaboTKe TEOPETUUECKOIO MaTepraia HeoOX0AUMO:

- IPOCMOTPETH €lIe pa3 Ipe3eHTanuto Jekuu B cucreme MOODLe, noBTOpUTh 3aKOHCTIEKTUPOBAHHBIN Ha
JIEKLIMOHHOM 3aHSATUU MaTEpHUaJl ¥ TONOJIHUTD €r0 C Y4ETOM PEKOMEH0BAHHOM JTOMOIHUTEIbHON
JIUTEPATYPhL;

- IIPY CAMOCTOSATEIILHOM U3yYE€HUU TEOPETHYECKOU TEMBI CIENIaTh KOHCIIEKT, MCIIONb3Ysl PEKOMEHIOBAHHbIE
B PITJI ucrounuku, npoeccuoHanbHble 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsI CAMOCTOATEIILHON pabOThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepualibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU W y4eOHOH JIUTepaTypoit

PaboTa ¢ 0OCHOBHOH M JOTIOTHUTEIBHOM TUTEPaTypO ABIAETCS TIIaBHOW (POPMOI CaMOCTOSTETbHON
paboThl ¥ HEOOXOMMA MTPU MOATOTOBKE K YCTHOMY ONPOCY Ha CEMMHAPCKHX 3aHATHAX, K JebaTam,
TECTHUPOBAHUIO, 3k3aMeHy. OHa BKIIIOYaeT MpopabOTKy JIEKLIMOHHOTO Marepraia u peKOMEHIOBAaHHBIX
HCTOYHHMKOB U JINTEPATYPHI [10 TEMATHKE JIEKLIUH.

KoHcnekT nexium JomKeH coepkarh pedepaTHBHYIO 3alICh OCHOBHBIX BOIIPOCOB JICKIMH, B TOM YHCIIE C
ornopoi Ha pazMenieHHble B cuicteMe MOODLe npe3eHTany, OCHOBHBIX UCTOYHUKOB M JIUTEPATYPBI 11O
TeMaM, BBIBOJIBI IO KaX10My BoIpocy. KOHCTIEKT MOKeT ObITh BHIIOJIHEH B PAMKaX pacrlevyaTky BbIJauu
MIPE3CeHTAIUH KNI WK B OTAETBHOM TeTpaau 1o npeamety. OH T0KeH ObITh aKKyPaTHBIM, XOPOILIO
YUTAaEMBbIM, HE COAEPHKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcneKThl HayuHOU IUTEpaTypbl IPU CAMOCTOATENBHOM OATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KaTh
OTBETHI Ha KaX/Iblif TOCTABJICHHBINH B TEME BOIIPOC, UMETh CCHUIKY Ha UCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U O/1a U3AAHUS HCIIOIB3yEMOM HaydHOM JIUTEPATyPHI.
KoHcnieKT MOKET ObITh ONIOPHBIM (COAEPKATh JIHUIIb OCHOBHBIE KIIFOUEBBIE IIO3ULINN), HO IIPU 3TOM
MO3BOJISIFOILIMM JIaTh MOJHBIN OTBET MO BOMIPOCY, MOXKET ObITh MOAPOOHBIM. OObEM KOHCIIEKTa
OIIPENIETSAETCS CAMUM CTYIECHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JIeNaTh 3alUCH 110 X0y YTEHHsI B BUJI€ IPOCTOTO WIIM Pa3BEPHYTOrO IIaHa (CO3/1aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBIIATH TE3UCHI (LIUTUPOBaHKUE HanOoJee BaXKHBIX MECT CTAaTbU MJIM MOHOTpaduu, KOPOTKOE
M3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);



31
- TOTOBUTH aHHOTAIMH (KpaTKoe 0000IIeHne OCHOBHBIX BOIIPOCOB paboThI);
- cO3/1aBaTh KOHCIIEKTHI (pPa3BEPHYThIE TE3HUCHI).
5.4. PexoMeHgalMy 1O MOATOTOBKE K OT/AEIBHBIM 3a/IaHUSIM TEKYIIETO KOHTPOJIS
CobecenoBaHue MpernoaracT OpraHu3aluio 6ecepl MpernoaaBareisi co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUYECKOTO 3aHATHSI C LeNbl0 Oosiee 00CTOATENHHOTO BBISIBICHUS UX 3HAHUM 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme U T.i. Bce wiieHsl rpymbel MOTYT Y4acTBOBaTh B OOCYXICHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.
VYCTHBINM OITPOC MOXKET MPUMEHSITHCS B Pa3IUIHBIX (hopMax: (GpOHTATBHBIN, WHIUBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJJIEIKALIETO OIICHKE:
- IPaBUJILHOCTH OTBETA IO COJIEPIKAHUIO;
- IOJIHOTA U TITyOWHA OTBETA;
- CO3HATENIbHOCTh OTBETA;
- IOTUKa U3JI0KECHUS MaTepuaa,
- PalMOHAJIBLHOCTD UCIIOIb30BaHHBIX IPUEMOB U CTIOCOOOB PEILIEHUS TOCTABICHHON yueOHO! 3a/1auu;
- CBOEBPEMEHHOCTH U 3PPEKTUBHOCTH UCIIOIB30BAHUS HAITISIIHBIX MIOCOOUI U TEXHUUECKUX CPEICTB MPH
OTBETE;
- HCTIOJIb30BaHMUE JIOMOTHUTEILHOTO MaTepuana;
- palMoOHAJIBLHOCTD UCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.
YCTHBINM OIIPOC MOXKET CONPOBOXKAATHCS MPE3ECHTALUEH, KOTOPAsi IOATOTaBIMBACTCS 110 OAHOMY U3
BOIIPOCOB MPAKTHUECKOTO 3aHATHA. [Ipu BRICTYIUIEHNH ¢ IIpe3eHTaue Heooxonumo oOpamars BHUMaHUe
Ha TaKMe MOMEHTHI KaK:
- coJlepyKaHue PE3EHTAIMH: aKTyaJIbHOCTh TEMBI, IIOJIHOTA €€ PACKPBITHS, CMBICIIOBOE CO/IEpKaHUE,
COOTBETCTBHE 3asIBJICHHON TEMbI COIEPKAHUIO, COOTBETCTBUE METOANYECKUM TPEOOBAHUAM (LI€TH. CChUIKH
Ha pecypchbl. COOTBETCTBUE COECPKAHUS U TUTEPATypPbl), MPaAKTHUECKasi HAIPABICHHOCTh, COOTBETCTBHE
cofiepaHus 3asBJICHHON (opMe, aIeKBaTHOCTh UCIIOJIb30BaHUSI TEXHUUECKUX CPEICTB yUeOHBIM 3a/1auam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTh MIPE3EHTYEMOT0 MaTepuara;
- ohopmiteHHE Mpe3eHTaIU: 00beM (ONTUMATBHOE KOJIMYECTBO), AU3alH (YMTAEMOCTh, HATMYNE U
COOTBETCTBHE rpaQUKU U aHUMallUH, 3ByKOBO€ 0(hOpMIIEHHE, CTPYKTYpUPOBaHUE HHPOPMALIUH,
COOTBETCTBHE 3asIBJICHHBIM TPEOOBAHUSAM), OPUTUHAIBHOCTH O(OPMIICHHUS, ICTETHUKA, UCTIOJIb30BaHHE
BO3MOKHOCTH NPOTPAMMHOM CpPeibl, COOTBETCTBHE CTaHIapTaM o(pOpMIICHUS;
- TUYHOCTHBIE Ka4eCTBA: OPATOPCKUE CIOCOOHOCTHU. COOIIIOCHHUE PETNIaMEHTa, SMOIIMOHATILHOCTD, YMEHHE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, TNTyOOKKE U MOTHbIE 3HAHUS 110 BCEM pa3JiesaM MporpamMMmbl:
- coJlep’KaHue BBICTYIUICHUS: JJOTHYHOCTh U3JI0KEHUS MaTepuaa, pacKpbITHE TEMbI, TOCTYITHOCTb
uznoxenus, 3¢pdexruBHocTh npuMeHeHus cpeactB KT, cnocoObl v ycnoBus 0CTHKEHHS
PEe3yIbTaTUBHOCTH U 3G (HEKTHBHOCTH JJIs BHITTOJIHEHHS 3a71a4 CBOEH MpodecCcHoHaIbHOM W y4eOHOM
NesITeIbHOCTH, T0Ka3aTeIbHOCTh MPUHUMAEMbIX PEIICHUH, YMEHHE apTyMEHTUPOBATh CBOU 3aKIJIIOUCHMUS,
BBIBO/IBI.

6. YueOHO-MeTOAUYecKOe U MHPOPMALIMOHHOE 00ecTieYeHrue TUCIHIIINHBI

6.1 OcHoBHas nuTeparypa:

1. Kosran H. M. Kommnerotepusie cetu : ydebHoe mocodme. - Munck: PUIIO, 2014. - 180 c. - Tekcr :
anekTpouubii  // OBC  «YHuBepcurerckas ~— OuOnMOTEeKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonmna O. P. Kpunrorpaduueckue ocHOBBI Oe3omacHOCTH. - MockBa: HarmonanbHblii OTKPBITHIN

VYuausepcurer « MHTYUT», 2016. - 244 c. - Tekct : snexTponHsbIi // OBC «YHuBepcuteTckas 6ubnuoreka
onnaitny [caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlononHUTENbHAS IUTEpaTypa:

1. ®omun JI. B. KommbiorepHbie cetn : ydeOHO-MeToAMYeckoe mocobue. - Mocksa|bepnun:
Hupexr-Menua, 2015. - 66 c. - Tekcrt : anexrponnbii // OBC «YHUBEpcUTETCKass OMOIMOTEKA OHJIAWH»
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050
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2. Kapramesckuid, B. I'., Jluxtuunnep, b. ., Kupeesa, H. B., bBypanosa, M. A. KommnbrorepHeie ceTu :
y4eOHHK. - Bech cpok oxpanbsl aBTOpckoro mpaBa; Kommberorepubie cetn. - Camapa: IloBomxckuid
TOCYJIaPCTBEHHBIN YHUBEPCUTET TeJIIEKOMMYyHUKanuii u wuHpopmaruku, 2016. - 267 c. - Tekcr
anekTpoHHbii // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnetotrepHsie cetu : yueOHoe nocoowue. - 2025-03-10; KommbprorepHbie cetu. - MUHCK:
PecnyOnukaHckuii MHCTUTYT mpodeccruoHanbsHoro obpaszoBanus (PUIIO), 2019. - 179 c. - Tekct
anektponnblii // IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VlHbIe UICTOYHUKU:

1. Boripockr o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. @enepanbHas ciryx0a 1o HaaA30py B cepe oOpa3zoBaHus U HayKu - http://obrnadzor.gov.ru
3. [Mopran "I'ymanurtaproe oopazoBanue"” - http://www.humanities.edu.ru/

4. ®enepanbublil moptan «Poccuiickoe odpazoBanue» - http:// www.edu.ru/

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

I[HSI IMMPOBCACHUA 3aHATHH TT10 JUCHUITIINHE H€O6XOI[I/IMO CJICAYIOIICC MAaTCPUATIBHO-TCXHUICCKOC
obOecrieucHue: yLICGHLIC AyAUTOPHU IJIsL NPOBCACHUA 3aHIATHI JICKIIMOHHOI'O U CCMHWHAPCKOI'0O THUIIA,
IpYNIIOBBIX U UHAUBUAYAJIBHBIX KOHCYHLT&L{Hﬁ, TCKYHICT'O KOHTPOJIA U HpOMGXCYTOqHOﬁ arrecranuu,
IIOMCIICHUS 1A CaMOCTOSITEIILHOM pa6OTLI.

VY4deOHble ayTUTOPUN U IIOMELICHHUS IS CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATN3UPOBAHHOM
MeOeNbI0 U TEXHUUECKUMU CPEeICTBAMU OOYUEHUS, CIYKAIUMHU JUIs IPEACTaBICHUs yueOHOW HHPOpMaITUH
OO0JIBIION ayTUTOPHH.

[TomereHus 4711 CaMOCTOSATENBHON pabOThl YKOMIUICKTOBAHBI KOMITBIOTEPHON TEXHUKOM C BO3MOYKHOCTBIO
noKIroueHus K cetu "MHTepHeT" u o0ecreueHreM J0CTyma B AJICKTPOHHYIO
1H(OPMAITMOHHO-00pa30BaTEeNIbHYIO Cpey YHUBEPCUTETA.

Jnist mpoBeIeHNS 3aHATHH JIEKIIMOHHOTO THIIA UCIIOIB3YIOTCSl HA0OPBI AEMOHCTPAIIMOHHOTO 000pYy/I0BaHHUS,
o0ecrneynBarole TEMaTHYECKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTHBHAS JOCKA).

Jlunien3nonHoe U cBOOOJHO pacpoCTpaHsIeMOe MPOrpaMMHOE 0OecTiedeHHe:
Microsoft Windows 10

Microsoft Office [Ipodeccuonanbusiii moc 2007

Adobe acrobat

LibreOftice

Omnepanmonnas cucrema "Anst O6pazoBanue”

Cisco Packet Tracer

[Ipodeccuonanbubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. ONEeKTPOHHBIN KaTajuor @yHIaMEHTaIbHON OoubmuoTeKn TTV. — URL:
https://www.tsutmb.ru/biblio/elektronnyij-katalog/

2.  VYuuBepcuTeTckasg OMONMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTeuHas  cuctema. —  URL:
https://biblioclub.ru

3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponHnas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapcTBeHHas onbnmoreka: odunuanpabiid caidt. — URL: https://www.rsl.ru
6. Poccuiickast HaroHanbHas OnbanoTeka: opunuanbHbii cadT. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiuna. — URL: https://www.prlib.ru

8. Hayunas onekrponHas Oubnmorexka Poccuiickoii akamemuu — ectecTBo3HaHms. —  URL:
https://www.monographies.ru

9. OnexrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library
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yIeKTpPOHHAS HH(POPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpenomaBaTenss W CTYJCHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM
MYJIBTUMEIMHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCIOIB3YEMBIX B
ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.



